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Make the most of the Bash shell and Kali Linux's commandlinebased security assessment tools

About This Book

Utilize the command line to create, run, and execute tests●

Learn useful command line based information processing utilities and unlock the problem solving power of●

a Linux terminal
Practical demonstrations using in-depth explanations and screenshots to help you use the Linux Bash●

terminal to tackle a collection of common security-related problems.

Who This Book Is For

If you are a penetration tester, system administrator, or developer who would like an enriching and practical
introduction to the Bash shell and Kali Linux command-line-based tools, this is the book for you.

What You Will Learn

Perform network enumeration techniques with Dig, whois, dnsenum, dnsmap, and others●

Learn how to fuzz and reverse engineer using the Kali Linux command line tools●

Exploit common web application vulnerabilities using skipfish, arcachi, and sqlmap●

Accomplish man-in-the-middle attacks straight from your command line●

Assess SSL security using sslyze and openssl●

Carry out network traffic analysis using tcpdump●

In Detail

This book teaches you to take your problem solving capabilities to the next level with the Bash shell, to
assess network and application level security by leveraging the power of the command-line tools available
with Kali Linux.

The book begins by introducing some of the fundamental bash scripting and information processing tools.
Building on this, the next few chapters focus on detailing ways to customize your Bash shell using
functionalities such as tab completion and rich text formatting. After the fundamental customization
techniques and general purpose tools have been discussed, the book breaks into topics such as the command-
line-based security tools in the Kali Linux operating system. The general approach in discussing these tools
is to involve general purpose tools discussed in previous chapters to integrate security assessment tools. This
is a one stop solution to learn Bash and solve information security problems.
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From reader reviews:

Velma Stuart:

The book Penetration Testing with the Bash shell gives you the sense of being enjoy for your spare time.
You can utilize to make your capable a lot more increase. Book can to be your best friend when you getting
tension or having big problem with your subject. If you can make examining a book Penetration Testing with
the Bash shell for being your habit, you can get far more advantages, like add your capable, increase your
knowledge about several or all subjects. You may know everything if you like open up and read a e-book
Penetration Testing with the Bash shell. Kinds of book are several. It means that, science book or
encyclopedia or other folks. So , how do you think about this e-book?

David Williams:

The e-book untitled Penetration Testing with the Bash shell is the publication that recommended to you to
study. You can see the quality of the e-book content that will be shown to an individual. The language that
article author use to explained their way of doing something is easily to understand. The article author was
did a lot of study when write the book, hence the information that they share to you is absolutely accurate.
You also can get the e-book of Penetration Testing with the Bash shell from the publisher to make you much
more enjoy free time.

Hal Clemens:

The actual book Penetration Testing with the Bash shell has a lot associated with on it. So when you make
sure to read this book you can get a lot of profit. The book was written by the very famous author. Tom
makes some research previous to write this book. This kind of book very easy to read you can find the point
easily after reading this book.

Harry Fulford:

Is it you actually who having spare time and then spend it whole day by simply watching television programs
or just resting on the bed? Do you need something totally new? This Penetration Testing with the Bash shell
can be the solution, oh how comes? A book you know. You are so out of date, spending your extra time by
reading in this completely new era is common not a nerd activity. So what these ebooks have than the
others?
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