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Mention wireless networks, and the question of security will soon follow. It's not surprising that in spite of
compelling business arguments for going wireless, many companies are holding back because of security
concerns. But, while it's true that wireless networks create security issues that don't exist in wired networks,
the issues are not insurmountable. 802.11 Security shows how you can plan for and successfully contend
with security obstacles in your wireless deployment. This authoritative book not only explains the security
issues, but shows you how to design and build a your own secure wireless network.802.11 Security covers
the entire process of building secure 802.11-based wireless networks, in particular, the 802.11b ("Wi-Fi")
specification. The authors provide detailed coverage of security issues unique to wireless networking, such
as Wireless Access Points (WAP), bandwidth stealing, and the problematic Wired Equivalent Privacy
component of 802.11. You'll learn how to configure a wireless client and to set up a WAP using either Linux
or Free BSD. You'll also find thorough information on controlling network access and encrypting client
traffic.Beginning with an introduction to 802.11b in general, the book gives you a broad basis in theory and
practice of wireless security, dispelling some of the myths along the way. In doing so, they provide you with
the technical grounding required to think about how the rest of the book applies to your specific needs and
situations. Next, the book details the technical setup instructions needed for both the Linux and FreeBSD
operating systems.Some of the topics covered include:

Station Security for Linux, FreeBSD, Open BSD, Mac OS X and Windows●

Setting Up Access Point Security●

Gateway Security, including building Gateways, firewall Rules, Auditing, etc.●

Authentication and Encryption●

FreeBSD IPsec client and gateway configuration●

Linux IPsec client and gateway configuration●

802.1x authentication●

802.11 Security is a book whose time has come. If you are a network, security, or systems engineer, or
anyone interested in deploying 802.11b-based systems, you'll want this book beside you every step of the
way.
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From reader reviews:

Rebecca Shadwick:

Do you have favorite book? For those who have, what is your favorite's book? E-book is very important
thing for us to learn everything in the world. Each book has different aim or perhaps goal; it means that e-
book has different type. Some people feel enjoy to spend their time and energy to read a book. They can be
reading whatever they acquire because their hobby is actually reading a book. How about the person who
don't like studying a book? Sometime, man feel need book if they found difficult problem or maybe exercise.
Well, probably you will require this 802.11 Security.

Mary Davis:

With other case, little people like to read book 802.11 Security. You can choose the best book if you want
reading a book. Providing we know about how is important a new book 802.11 Security. You can add
information and of course you can around the world with a book. Absolutely right, due to the fact from book
you can realize everything! From your country until eventually foreign or abroad you will find yourself
known. About simple issue until wonderful thing you may know that. In this era, you can open a book or
even searching by internet product. It is called e-book. You should use it when you feel bored to go to the
library. Let's examine.

Adriana Cornell:

Here thing why that 802.11 Security are different and dependable to be yours. First of all examining a book
is good nonetheless it depends in the content of computer which is the content is as delicious as food or not.
802.11 Security giving you information deeper including different ways, you can find any publication out
there but there is no guide that similar with 802.11 Security. It gives you thrill studying journey, its open up
your own eyes about the thing that will happened in the world which is possibly can be happened around
you. It is possible to bring everywhere like in park your car, café, or even in your means home by train.
Should you be having difficulties in bringing the imprinted book maybe the form of 802.11 Security in e-
book can be your alternate.

Evelyn Wiley:

Many people spending their period by playing outside along with friends, fun activity with family or just
watching TV the entire day. You can have new activity to spend your whole day by reading through a book.
Ugh, ya think reading a book can actually hard because you have to accept the book everywhere? It okay you
can have the e-book, getting everywhere you want in your Smartphone. Like 802.11 Security which is
having the e-book version. So , why not try out this book? Let's notice.
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